baomat

cho

e Cactinhnangbaomat

trong Chrome

Chrome cung cdp mot so tinh
ning baomat gitip bao vé trong khi
ban duyét web. Dang chd y nhat 1a
chong lira dao, phuong dn bao vé
chong phan mém dochaiva tuwdong
stra sai chinh ta dia chitrang web.

Véi kha ning chéng lira dao va
bao vé khoi phan mém doc hai,
Chrome hién thi canh bdo bat ci
khi nao ban ghé tham mot trang
web duoc Google xdc dinh 1a c6 thé
gdy nhiém dbc, 1ay lan phan mém
doc hai ho#ic ¢6 ging &n cip thong
tin ¢4 nhan cta ban. Trong khi d6,
tinh néng tu dong stra16i URL trén
Chrome cung cAp mot dich vu truc
tuyén dé stra cac duong dan sai
chinh ta c6 thé do gd nhaAm phim,
giup ban tranh truy cap vao cdc
trang webkhong an toan.

Déstrdung cdctinh ningnay, hay
vao ctra s0 Settings ctia Chrome, di
chuyén xuéng phan Privacy (c6 thé
phai bAm Show advanced settings
détruy cap) va danh dau kiém trude
hopconhan Use a web serviceto help
resolve navigation errors va Use a
web service to help resolve spelling
errors. Ngoaira, hay danh dau kiém
trudec muc Enable phishing and

~malware protection.

i Brakie phishing sod mabeare protaction
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aistics and crash raports 10 Boage
ot wih yous browsing traffic

& etk JEEE the axddhnss b

Ban ciing cAn bam vaotab Content
settings va xem xét cachan ché trén
mot s6 noi dung. Vi du: vo hiéu héa
JavaSecript (thuong duoc khai thac
boi phan mém dochai) va plug-in...

o Baové matkhaudaluuva

cacchitiétthétindung

Néuban cho phép Chromeluumat
khéu trang web, bat ci ai st dung
may tinh ctia ban ciing déu c6 thé dé
dang truy cap chiing chi véi mot vai
thaotdc trong clra s6 Settings.

Déngin ngira viéenay, ban c6 thé
thuc hién mot vai thao tdc gitip bao
vé su riéng tu. DAu tién, cAn gidi
han khong cho nhiing nguoi khong
tin tuong st dung tai khoan nguvi
dung Windows ctia ban, thay vao d6
ban hay taoramot taikhoankhdch
(khong phai la administrator) cho
nguvi khdc st dung hodc bat tai
khoan Guestlén.

Mt Kby

Mt khdu 03 v

{3 doceduwnidangnheps  wewen
{4 idnctun/oauth/authorize g
[ idnctvnsomthieuthorie sewese
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Néu viéc tao ra mét tai khoan
Windows 12 khd bat tién, ban nén
xem xét viéc st dung mot phan mo
rong danh cho Chrome (c6 thé
tim trong Chrome Web Store tai
https:/ [ chrome.google.com /
webstore) nhu ChromePW,
Browser Lock hoéc Secure Profile
débaové matkhau Chrome.

Cachlamnaynay sebudcnguoi
khdc phai sir dung mot trinh
duyétkhdctrénhé thongciiaban
nhu Internet Explorer (khong

s Y

e

GoogIeChrome .

Co kha nhiéu tinh ning bao mat huou ich dugc tich hop trong Google Chrome, dién hinh la chuc nang |
sandboxing doc dao, han ché cac dac quyén va tham chi ngan chan ca viéc cap nhat nén, giup bao vé ban khéi
tin tac va cac phan mém doc hai khai thac 16 héng caa trinh duyét. Tuy nhieén, giéng nhu tét ca cac trinh duyet
khac, Chrome van khong la hoan hao va ban co thé phai thuc hién mot sé cong viéc dé loai bé nguy co bi tan
cong. Bai viét sau day gioi thiéu cach khéc phuc nhimg thiéu sét bao mat cta trinh duyét rat duoc uva chuéng nay.

chophép xem matkhau daluu), hodc
Firefox (cho phép ma héa véi mat
khaubaové cacmatkhaudaluu).
Mbt lua chon khéc 1a dé luu trir
an toan dirliéu nhay cam la strdung
trinh quan ly mat khau cia bén thit
ba. M6t s6 cong cu ctiabén thitba gitip
quan ly mat khau, cho phép dong
b6 héa mat khau ctia ban trén cdc
trinh duyétkhacnhau, c6thé hiruich
néu ban chuyén sang mét may tinh
khdc. KeePass tai dia chi http://
keepass.info/ va Xmarks tai dia chi
http:/ |www.xmarks.com / 1a 2 cong
cuquanlymatkhaurathéruich.

e Baomatdiilieudongbo

Chrome c6 thé dong bo héa cdc
thiét lap va dir liéu luu (bao gom ca
mat khdu, nhung khong ghi chi tiét
thé tin dung) trén nhiéu mdy tinh va
cécthiétbi da cai @it Chrome, nhung
diéunaycothétaoramot1d hdngbao

mat. Theo mac dinh, Chrome yéu
cdu ban nhap mat khdu tai khoan

Google cia minh d€ thiét 1ap mot

mdy tinh ho#c thiét bi méi khi can
dong bd dirliéu duyét web. Vi vay,
néumatkhau taikhoan Google ciia
ban bi t4n cong, mdt ké xam nhap
c6thétruy cap vaodanhsach ctia tat
cacacmatkhau, trirkhiban thiétlap
mot mat khau tiy chinh hoat dong
déngbohéamatkhau.

Sau khi da thiét 14p mot mat
kh&u dong bo héa, ddu tién ban
phai didng nhap véi mat khau tai
khoan Google va sau d6 nhap vao
cum tirmat khau d€ thist 1ap dong
bd véi cac thiét bi méi, nho d6, ban
duoc cung cAp thém mot16pbaomat
mo rong quan trong. P& st dung
thiét1ap nay, hdy momucSettings,
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Advanced sync settings x

Encrypted data types
For sdded security, So

bamAdvanced sync settings
va chon Choose my own
passphrase.

Khong nhitng vay, tai
dayban ciing c6 thé batkha
ning mé héa cho tat ca dir
lidu dong bd héa thay vi chi
v6imot matkh&u duynhat.

o Baomat taikhoan

2-step verification

2step verfication uses your phone 10 provide an exlra layar of securly far youc Sott Ststuss OF

account, Lesn Mo

Notifications

Stay ahesd of hijackers with siedts aboul mportant changes 1o your account aad
suspicious activty. Lt ms

il

Ironiesmith@digitalbrsezes. com

Notification types
Passwond change

Suspicious login atiomp!

Connected applications and siles

Control which applications acd websiies €on ccess and use detolls from yous Google  Manags secass

account, Leam M0

Google cuaban

Google cung c&p mot s6 tinh néing bao mat dé giip nguvi
strdung kiém sodt tot hon vabao vé tai khoan ciia minh, dac
biét quan trong néu ban c6 st dung tinh nang dong b héa
ctia Chrome. '

Tai trang bao mat tai khoan ctia Google o dia chi https:/ /
www.google.com | settings [ security,ban c6théthuchiénhoat
dong xdc minh 2 bude ciia Google. Sau khi d4 thuc hién diéu
nay, ban sé phai nhap mot mé déc biét duge cung cap thong
qua tin nhén van ban, cudc goi thoai hodc ting dung Google
khi dang nhap vao Google
tir mot may tinh hogc thiét
bi di dong méi, qua d6 dam
bao ban 12 nguoi duy nhét
c6khanang dingnhép. Khi

m

s o dsngnhap vaouing dungma
sl khong c6 ma xdc minh (nhu

. / tinh ning déng bd héa cua

Chrome), ban sé phai dang

nhép vao tai khoan Google
ctiaminh, truy cap thiét1apxdc minh 2budcvataora motmat
kh#uing dungcu thé.

Ngoaira, tai trang thiét1ap bao mat tai khoan Google, ban
ciing c6 thé bat thong bao email hodc dién thoai dé thay doi
mat kh&u va kiém tra hoat dong déng nhép dang ngo. Bing
céchnay, ban cé thébistngaynéu cd ai dé cd géngthay d6imat
khauhosicco ginglén it déngnhap vao tai khoan caaminh.

Ban ciingnén xem xét tity chon phuc hoi trong truomg hop
quénmatkhau, ratco thé xay ra trong tuong lai. Cuoicung,
ban cAn xem xét ing dung, cdctrang web iy quyén valoaibo
nhimg dich vu ma bankhongsirdungnia.

o Cai datphanmorong débd sung khanang baove
Bén canh nhiing tinh néng bao méat dugc cung cap boi
Google va Chrome, ban ciing ¢6 thé s& dung nhiing phan
m&rong khdc nhau dé thém cde chite nang bao mat tot hon.
Phan morong Web of Trust (WOT) tai dia chihttp:/ [ tinyurl.
com | 8w7revu s& canh bdoban vé cdc trang web nguy hiém,
trong khi Adblock tai dia chi http:/ / tinyurl.com [ yddouf2
¢6 th& loai bd cc quang cdo gy phién nhiéu, ¢6 thé din dén
phan mém dochaihodccdctrang weblira d4o. View Thrutai
dia chihttp:/ [ tinyurl.com [ 295foct cho phép ban nhin thay
diém dén caa cac URL it ngén, con KB SSL Enforcer tai dia
chihtip:/ [tinyurl.com [39b3zu8 giuptan dunggiaothucmé

héa HTTPS/SSL trén cdctrang web ¢6 hd tro.
PHUONGTHU




