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Tang su riéng tu trén
Windows 10

Windows 10 tién dung nhung cting tiém an nhiéu rui
ro cho ban vi hé théng theo doi nguoi dung qua sat

5a0.

indows 10 da c6 mat trén hon
400 trieu thiét bi, 1a he diéu
hanh pho bién nhanh nhat

trong lich sir ciia Microsoft. Tuy nhien
ke tu khi chinh thuc dugc phat hanh,
Windows 10 da gay ra nhiéu tranh cai
xung quanh viec Microsoft tién hanh
nhiéu cach theo doi hoat dong truc
tuyén va thu thap dir liéu ca nhan cua
nguoi dung.

Trong ky nguyen Internet bung né
ngay nay, quyen rieng tu ngay cang
duoc col trong trudc nhang rui ro tigm
an co thé dén bat cu luc nao voi Nguai
dung. Thong tin ca nhan nhay cam
dang la muc tiéu tan cong cua tin tac
nham loi dung dé thu loi bat chinh,
Trong khi do, rét nhiéu nguoi dung
van vo tu, san sang chia sé thong tin
ca nhan dé khai thac that nhiéu su hiu
dung cua cac tinh nang, ung dung, dich
vu tren Windows 10.

Néu ban la nguai can trong, luon
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€O y thuc gilr gin su riéng tu dé tranh
nhing rui ro mat an toan thong tin

thi co nhieu cach dai pho, go bo hay
tat nhang tinh nang theo doi cua he
théng. Mot s6 cach thuc co vé hai cuc
doan, cung nhac, nhung ban co thé
can nhac lua chon tuy theo muc dé uu
tién cho viec git gin su riéng tu va tinh
thuan tién ma ban mong muén.

Bo qua tro ly s6
Cortana

Trarly s6 Cortana trén Windows 10
lap chi muc va luu tra di liéu ¢a nhan
trén may, déng bo qua nhiéu thiét b
nham phuc vu ban lién mach, san sang
tra vé cac két qua mang tinh ca nhan
hoa truac nhimg cau truy van tim kiém
cua ban. Nhung khong lay gi dam bao
du lieu ca nhan nguoi dung ma Cortana
thu thap sé khong bj chuyén cho cac
ben thu ba dung dé quang cao hoac

vi mét muc dich nao do. Trong khi do,
ké tu khi Microsoft phat hanh ban cap
nhat ky niem mot nam ngay Windows
10 chinh thuc ra doi hoi dau thang 8 -
ban Anniversary Update, nguoi dung
khong thé vo hieu hoa Cortana.

Vi the, néu ban e ngai quyén rieng
tu ¢o thé bi vi pham thi nho dinh ky xoa
nhang gi tro ly s6 da luu. Ban kich hoat
man hinh Cortana, nhan vao Settings
va nhan chon “Change what Cortana
knows about me in the cloud”, réi nhan
nut Clear ¢ phia duoi dé xoa thong tin
ca nhan ma Cortana da luu tren may.

Neéu khong thich Cortana, dé tranh
vo tinh stirdung ban co thé an no di. Biéu
may man la viéc thuc hien hét suc don
gian. Nhan phai chuot vao cho tréng tren

Toolbars

Cortana

Show open windows

Task Manager

Lock the taskbar

Néu khong thich Cortana, dé tranh vo tinh su
dung ban co thé an no di. Diéu may man la
viec thuc hien hét suc don gian



thanh tac vu taskbar, roi chon Cortana va
tiep theo la Hidden t menu mai bat len.
Trong truong hop ban muén tim tap tin
trén may thi nhap thong tin vao 6 tim
kiem & goc trén ben phai ctia giao dien
quan ly tap tin File Explorer.

Thay Microsoft Edge
bang trinh duyét
khac

Edge duoc Microsoft tich hop va thigt
lap la trinh duyet mac dinh tren Windows
10. Microsoft Edge hdp dan vei kha nang
ghi chu, ve voi ngay trén trang web,
va da duoc cai tién kha nhiéu voi ban
Anniversary Update nhu tich hop Cortana,
ho tro Extensions. Tuy nhién, Edge van
khong duoc nguoi dung may tinh hudng
ung, mai chi danh 5% thi phan trinh
duyet web, theo so lieu moi nhat cuia Net
Applications tinh dén cuoi thang 10.

Voi trinh duyet Edge, co thé ban
con khong cam thay hai long vi co cam
giac bj theo doi qua nhiéu. Di nhien cac
trinh duyét doi thi khac nhu Chrome
hay Firefox ctng theo doi hoat dong truc
tuyén nguoi dung nhung ban co thé
chon ché do “do not track”. Trinh duyét
cua Microsoft khong “dé dai” nhu vay.

Pung dang nhap
vao OneDrive

Cang nhu Cortana, dich vu luu tra
dam may cutia Microsoft tich hop san
trong Windows 10, va ban khong co
cach gi go bo ra cho du khong muon
st dung. Ban chi co thé "lo” no di bang
cach khong dang nhap dich vu truc
tuyen nay.

Trong truang hop ban da dang nhap
vao OneDrive voi mot tai khoan dich
vu truc tuyén cua Microsoft (chang han
nhu tai khoan email voi Outlook.com), va
khong muan st dung dich vu nay nia
thi thao tac nhu sau: nhan phai chuét vao
biéu tuong OneDrive trén khay thong
bao nam phia cudi bén phai thanh tac
vu, chon “Settings” tur menu moi bat len,
sau do duoi tab "Account” ban nhan vao

“Unlink this PC". Tiép dén chuyén sang
tab “Settings”, va bo chon ¢ 6 bén canh
“Start OneDrive automatically when | sign
in to Windows".
e
Settngs AUt AutoSave Metwork Office  About
Onedrive (phankenglial Goutiook.com)
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Gatmore storaoe  Lnink thi PC

Add an acoount

| Microsoft OneDrive X
Unlink account on this PC?
Your OneDrive files will step syncing. A copy of thess files will
be left on this PC.

[oninksccount ] | Cancel
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Dich vu luu tra dam may ctia Microsoft tich
hop san trong Windows 10, va ban khong co
cach gi go bo ra cho du khong muon sur dung.
Ban chi co thé “lo” no di bang cach khong
dang nhap dich vu truc tuyén nay

Ngoai ra, hay chac chan rang cac
tap tin cua ban khong luu mac dinh
vao thu muc OneDrive: Truy cap Start
> Settings > System > Storage, sau do
chon noi luu tri mac dinh cho cac
kiéu tap tin ung dung (app), tai lieu
(document), nhac (music), anh (photo)
va phim (video).

Dung CCleaner go
bé cac ung dung
Microsoft

Hau hét cac ung dung Microsoft
cai tren Windows 10 déu chia sé thong
tin ca nhan nguoi dung voi ung dung
khac, chang han nhu Calendar, Malil,
Maps va People. That phién la Microsoft
lai khong cho phep ban gé bo phan
lon nhing ung dung nay. Tuy nhién
ban co thé cau vien den ung dung clia
ben thu ba, va Ccleaner la moét cong cu
thuc hién tot cong viec nay, ké ca ban
Ccleaner mién phi ctng se khién ban
hai long.

Tren thuc &, néu ban muon dam
bao su riéng tu lien quan dén nhing
hoat dong cua minh tren Windows 10
thi co lé ban khong nén su dung bat ky

An ninh mang

ung dung Windows nao, du do la cua
Microsoft hay do bén thur ba phat trién.
Phan lon nhuang ung dung nay déu doi
hoi quyén truy cap hoat dong va dur
lieu ca nhan cua nguoi dung.

Pung dang nhap
bang tai khoan
Microsoft

Ban co thé sur dung tai khoan
Microsoft dé dang nhap vao Windows
10, do co thé la tai khoan email cua
dich vu Hotmail hay Outlook.com.
Bang cach dang nhap nhu vay ban
sé ¢6 duoc trai nghiem lien mach voi
cung mot tai khoan tren nhiéu thiét b
chay Windows 10, vi nhimng tay chinh
va thiét lap yeu thich cua ban cho
Windows 10 duoc dong bo thong qua
may chu cua Microsoft.

Tuy nhién, co thé ban khong
thich viec may chu cua Microsoft luu
lai nhung thoéng tin rieng tu. Trong
truong hop do, ban khong nén dung
tai khoan Microsoft cua minh dé dang
nhap vao hé thong Windows 10. Néu
ban da dang nhap trong che do nay
thi hay tao ngay mot tai khoan cuc bo
(local) va dung dé dang nhap thay cho
tai khoan Microsoft. Cach tao nhu sau:
Truy cap Start > Settings > Accounts >
Your info, roi nhan vao "Sign in with a
local account instead”. Ban sé duoc
nhac nhap vao mat khau tai khoan
Microsoft ma ban da st dung de dang
nhap Windows 10, tiép dén ban nhap
vao tén nguoi dung moi (username) va
mat khau (password) ma sé su dung dé
dang nhap Windows 10 ve sau.

Kiém soat su riéng
tu trong ung dung
Settings

Trong nhom “Privacy” cua ung
dung Settings cho phep ban lua chon
tat nhiéu tinh nang, ung dung, va dich
vu dé tang cuong bao mat thong qua
cac muc: Location, Camera, Microphone,
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An ninh mang

Notifications, Account Info, Contacts,
Calendar, Call History, Email, Messaging,
Radios, va Other Devices.

dudi cung), cho phép ban tét cac ung
dung nén duac liet ké ¢ day bang
cach gat nut chuyén tuong ung sang

Settings o= o x|
€ Home Change privacy options
|
|
i I Find a n | Let apps use my advertising ID for experiences across apps
| (turning this off will reset your ID)
[ Privacy Q On
‘ 8 G i Turn on SmartScreen Filter to check web content (URLs) that
! e Windows Store apps use
| & Location @D on
Send Microsoft info about how | write to help us improve typing
& Camera and writing in the future
@ on
0 Microphone
| Let websites provide locally relevant content by accessing my
| L3 Notifications language list
@ on

‘ B Speech, inking, & typing

[ Let apps on my other devices open apps and continue

| A= Accountinfo

experiences on this device

Trong nhom “Privacy” ctia ung dung Settings cho phep ban lua chon tat nhiéu thiét lap mac dinh

de tang tinh rieng tu

Sur dung thiét lap ‘Stop
getting to know me’

Trong nhem “Privacy”, tai muc
“Speech, inking & typing”, nhan vao
nut "Stop getting to know me". Néu
khong, moi thu ban go, nhu cau truy
van tim kiém, va nhing gi ban noi cing
nhu nhang nét vé bang but so sé bi
Microsoft chup lai va phan tich su dung
cho muc dich cua cong ty.

Chan phan hoi va
chan doan

Cung nhom “Privacy”, tai muc
"Feedback & diagnostics” ¢ gan
duai cung, chon “Never” cho phan
“Feedback frequency”, va “Basic” cho
“Diagnostic and usage data”. Khong co
lua chon cho phép ban chan hoan toan
viec Microsoft thu thap thong tin vé
phan cuing va hiéu nang cua may ban
dang dung cung Windows 10.

Tat ung dung nén
Trong nhom “Privacy” con co mot

muc goi la "Background apps” (nam
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Off. Nhiéu ung dung chay nén chang
nhang chiém dung tai nguyén hé
thong ma con ket noi truc tuyén dem
dén nhing rui ro ro ri thong tin ca nhan
cua ban.

No6i khong voi dong
bo

Dong bo la y tuong hay, tien cho
ban lam viéc vai nhiéu thiét bi Windows
10. Tuy nhien néu ban cam thay e
ngai thong tin luu trén may chu cua
Microsoft co thé bi lam dung thi chi
viec tat tinh nang nay trong nhom
“Accounts”, @ muc “Sync your settings”;
ban gat nut tuy chon sang Off dusi
muc "Sync settings”. Khi chuc nang
nay duoc kich hoat (nut tuy chon On)
ban co thé tuy chinh ché do déng bo
thiet lap trén Windows 10 vai may chu
Microsoft theo y minh.

No6i khong voi
Windows Spotlight

Trong nhom “Personalization”
& muc "Lock screen”, duai lua chon
“Background” hay chon “Picture” hoac

“Slideshow”. Tinh nang mac dinh
Windows Spotlight cho phép may chu
Microsoft gui anh ngau nhién toi may
tinh chay Windows 10 cuia ban dé hién
thi nhu la hinh nén cua man hinh khoa.

Pung chia sé cac
ban cap nhat

Trong nhom “Update & Security”, &
muc “Windows Update”, ban nhan chon
vao "Advanced Options” roi chon ti€p
“Choose how updates are delivered".
Chuyén sang Off nut tuy chon nam
duai phan “Updates from more than
one place”. Néeu nut nay On thi chuc
nang nay cho phep PC Windows 10 cua
ban chia sé cac tap tin cap nhat voi cac
PC Windows 10 khac qua mang ngang
hang, do co thé la nhang may chi nam
trong cung mang noi bo hay bao gom
ca nhung may trén Internet tuy theo
ban chon phia duoi.
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@ Choose how updates are delivered

. Updates from more than one place

Download Windows updates and apps from other PCs in addition
to Microsoft. This can help speed up app and update downlcads.,

When this is turned on, your PC may also send parts of previousty
downloaded Windows updates and apps 1o PCs on your local
network, or PCs on the Internet, depending on what's selected
below,

@ on

Get updates from Microsoft, and get updates from and send
updates to

@ PCs on my local network

QO PCs on my local network, and PCs on the Intemet
|
|

Tat ché do theo doi
vi tri thiét bi

Trong nhom “Update & Security”
co muc “Find My Device” giup ban xac
dinh vi tri ctia laptop phong khi bi thét
lac. Nhung tinh nang nay cang cho pheép
Microsoft theo doi hanh trinh cuia ban.
Neu cam thay phién vi diéeu do ban hay
chon "Change” va gat sang Off nut tuy

chon trong cuia s6 nho moi bat len. 2
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