
Neuban sudung
mot trinh duyet web khong

dugc thiet lap dung each, thi c6
the bi tin tac (hacker) khai thac cac 16

hong bao mat de tan cong vao may tinh
cua ban. Tir d6, chung se lay cap nhung dn
heu quan trong, hoac tham chi la ma hda
toan bp du' lieu tren may tinh cua ban roi

dua ra thong bao ddng tien chupc du
heu.Vay, mot trinh duyet web dupe

thiet lap nhu the nao la an
toan?

Thietlaptrinh duyetweb

an toan horn
dekhongbitancong

1. Ludn giuTcho trinh duyet
diTtfccapnhat
Du dang su dung trinh duyet web nao,

ban nen dat van de cap nhat phien ban
mdi len hang dau. Viec giu cho trinh
duyet luon nhan duac cac cap nhat mui
CO the se giup ban khong trd thanh nan
nhan cua tin tac.

Ban hay su dung nhung trinh duyet
web duac nhieu nguai danh gia cao.
Neu su dung may tinh chay he dieu
hanh Windows, ban khong nen chpn
Safari lam trinh duyet mac djnh bdi su
han che cap nhat cua no. Bankhong nen
su dung trinh duyet Internet Explorer
phien han cu trong Windows, bdi day
chlnh la yeu to ma tin tac c6 the tan
cong, do no khong duac cap nhat cac
banvaloibaomat.
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Hien nay, da so ngudi diing deu chpn
trinh duyet web Chrome cua Google,
hoac Firefox cua Moziila. Nhieu ngudi
su dung dongthdi2trinh duyetwebnay.
Sd di no dup-c ngudi dung uu ai la nhd
dup'cnha phat trien lien tuc tung ra cac
ban capnhat. Hannua, Firefox naydaho
trp-ngudi dung he dieu hanh phien ban
64bit.

Trong trinh duyet web, ban hay kich
hoat tinh nangtu dpngcapnhat vac6the
han che ngudi khacsu dungmay tinh
cua minh dehp khong thetat tinh nang
nay.

Neu lamot "fan" cua Microsoft, ban hay thutrainghiem trinh duyet
web Microsoft Edge trenWindows 10. Hien tai, trinhduyet nay cung
dup'cngudi dung tren the gidi danh giatich cue.

2. Kich hoattmh nang"ClicktoPlay"
Neu muon viec duyet web va chai nhung trd chai tren nen web

dup'c muptma va nhanh ban,ban hay chii ytdicong cu mdrpng nay.
Neu dup'c kich hoat len, ClicktoPlay se giup bantai cac trangweb
nhanh han va tieu ton ittai nguyen CPU cung nhu muc pin sudung
(doivdilaptop].

Ngoai ra, nocon c6 nhung mattot trongviec giuan toan cho ban
ban. Cu the, nhung ke tan cong sekhong the nao Ip'i dung cac lo hong
trong cac plug-in dup'c tich hp'p trong trinh duyet cua ban. Vi khi
ClicktoPlay dugc md, chi khi nao c6 sudong ycua ban thi chiing mdi
dugc khdi chay.

Chang ban, doi vdi trinh
duyet web Google Chrome.
Ban bam nut menu

hinh 3 gach ngang (nam
d gdc tren ben phai cua
so trinh duyet web], roi
chpn Settings. Trong cua
so hien ra, ban chpn Show

G Li cfromeV/setUnga/cortofrt

Content MttinQB
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advanced settings, roi muc Contentsettings trong nhdm Privacy. Sau
do, ban keo thanh trugtdetim nhom Plug-ins, rdidanh dau chpn trudc
hangchuLetmechoose when torunplugin content.

3.Gdbdcacplug-in khong canthiet
Viec gd bo cac plug-in khong can thiet hoac khong dugc nha phat

triencap nhatsegiup trinhduyetweb trenmay tinhbanantoanban.
Dan cu, Java c6 le plug-in ngay cang c6 itwebsite sudung ban so

vdi trudc day. Vi vay, viec gd bo no la yeu to ban nen lam. Ngay ca ung
dpng Flash Player cung sap bj thay the bdi HTML5, thi c6 le viec gdbo
bdtnhung giqua cuse an toan ban choban.

Tuy nhien, ban can luu
y, CO tbe mot sd website
chua ung dung cong nghe
tbiet ke mdi. Vi vay trudc
khi gd bo bat ky plug-in
nao,ban haynen can nhic
xem da thuc su can thiet
hay chua.
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4.Syfdungtrmhduyetweb
64bit •
Ngay nay gia thanh cac linh kien may

ti'nh da re ban rat nhieu so vdi trirdc day.
Viecsff hiru mot may vi tmh c6 can hinh
toi thieu 4GB RAM khong con van de qua
Ian. Vivay,viec chqn dung he dieu hanh
phien ban 64bit de kbai tbac triet de sac
manb cua pban ciing may tinb la can
tbiet.

Kbi do, ban se cai daqc trinb duyet
web pbien ban 64 bit de dung. No dagc
cbo la se ngan ngaa dagc cac nguy ca tan
cong mang, va pbong cbong viec lay Ian
madpctotban.

Hien tai, Google Chrome da c6 pbien
ban 32bit va 64bit. Truy nbien, da pban
ngadi dung deu cbgn tai Chrome mot
each tuy tbicb ma kbong biety the manb
cua tang pbien ban. De biet, trinb duyet
web Chrome tren may tinb cua minb
la 32 bit bay 64 bit, ban bam menu cua
Chrome rbi cbgn Help> About Google
Chrome.
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f' CluefflaBrow«

C ' fi httpsyAvww.googfe.corn/chrcrrTe.4)rcr.Yser/ffecl3

TBel a fast, free Weucirowser
One browser for your computer, phone and tablet

Neu muon dung diing pbien ban tbicb
bgp vdi Windows 64bit dang cai tren
may tinb, ban bay cbgn tai ve Chrome
64 bit.

S.SCrdungcacchirtfn^tnnh
chong khai khac16hdng
Neu may tinb cua ban c6caipban mem

diet virus tbi cbi it cbiing cung se bao ve
ban kbi ladt web, bay nban email. Tuy
nbien, dieu nay van cbaa du, bdiviec
kbai tbac l6 bong de tan cong ngadi
dung thong qua cac thong bao dang
nbap rat bay xay ra. Do do, ban nen sd
dung them cac cong cu cbong kbai tbac
lobong kbac decbung pbanticbvangan
cban cac banb vi bat tbadng, nbdrig
trang web c6yeu can la doi vdi ngadi
dung.

Hien nay c6 2 Iga cbgn
kba tot, do la Microsoft's
EMETva Malwarebytes
Anti-Exploit. Diem cong
cbo ca bai cbaong trinb
nay la cbung deu mien
phi va taang tbicb vdi
da so trinb duyet web
thong dung.

Viec sd dung cbung cung kbong qua kbo. Tuy nbien, tbeo da so
ngadi dung tbi Malwarebytes Anti-Exploit de sd dung ban so vdi
Microsoft's EMET cave tinb nang cung nba giao dien.

6. Than trong v6i cac phan m6rong cho trmh duyetweb
Viec ra ddi cua cac extensions (pban md rgng tien icb] tbgc sg la

dieu tuyet vdi cbo ngadi dung may tinb. Ban cbi can tai mot tap tin
dung lagng vai KB va cai dat cbungvao trinb duyetweb thong qua mot
so cu bam cbugt dan gian la sd dung dagc. Hien nay,kbo extension kba
da dang, trong do c6 tien icb giup ban tuy bien trang web bien tbi, bay
toi au nbdng tbao tac tbadng dung kbi ladt web. Dan cd, c6 nbdng
extension se giup ban cban cac pop-up quang cao kbi vao cac trang
web.

Tuy vay,cung c6 kbong it
extension gia mao, Ida dao
ngadi dung cai dat. Nguy
biem nbe tbi cbung se cbay
quang cao ngam trong may

tinb cua ban. Nguy biem
ban tbi cbung se cai cac
malware bay rookit vao
may tinb, td do kbai tbac dd
lieuquan trgng tren maytinb.Nangnhat la cbungse danb cap Ijcbsd
duyet webcuaban, baycac taikboan canbanmangadidungtbadng
CO tboi quen cbopbep trinb duyetweb gbinbd de tbuan tien dang
nbap cbo nbdng Ian sau.

Dovay, rat kbo de daa ra Idi kbuyen extension nao la tot, extension
nao la dgc bai kbong nen dung. Dieu nay xuat pbat td sg can

than cda ngadi dung va tboi quen cda bg. Tot nbat, ban bay cbe
sd dung nbdng pban md
rgng, cbi sd dgng nbdng
extension that can tbiet,
kbong nen cai dat qua
nbieuextension it kbi

dimgden.
Ngoai ra, trade kbi cai

mot extension, ban bay
tbam kbao nbdng danb
gia td nbdng trang web
uytin.

Hien nay, ban bay can
than vdi nbdng pban
mem, bay trang web yeu
cau ban sd dung cong cu taive cua bg de lay (download tiep) pban
mem ban dang can, bdiban 90% trong so do deu cd cben cac pban
mem quang cao, Ida dao.
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