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1.Luéngiiichotrinhduyét

dugccapnhat

Du dang st dung trinh duyét web nao,
ban nén ddt vin dé cap nhat phién ban
mé&i 1én hang dau. Viéc giit cho trinh
duyét ludn nhan dwoc cac cip nhat méi
c6 thé sé gitp ban khong tré thanh nan
nhincuatintic.

Ban hdy str dung nhirng trinh duyét
web duoc nhiéu ngwoi danh gia cao.
Néu st dung mdy tinh chay hé diéu
hanh Windows, ban khéng nén chon
Safari lam trinh duyét mic dinh béi sw
han ché cap nhit ciané. Ban khéng nén
st dung trinh duyét Internet Explorer
phién ban cii trong Windows, b&i day
chinh la yéu t6 ma tin tic c6 thé tidn
cong, do n6 khéng dwoc cip nhat cac
banvaloibao mat.
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Hién nay, da s6 ngudi ding déu chon
trinh duyét web Chrome cla Google,
hodc Firefox ctia Moziila. Nhiéu nguoi
strdung dong thoi 2 trinh duyét web nay.
S¢ di n6 dwoc ngwdi dung wu ai la nho
dwoc nha phat trién lién tuc tung ra cac
ban cap nhat. Hon nira, Firefox nay da hé
trg ngwoi dung hé diéu hanh phién ban
64bit.

Trong trinh duyét web, ban hay kich
hoattinh ndng tw dong cap nhat va cé thé
han ché nguoi khac sir dung may tinh
ctia minh dé ho khong thé tit tinh ning
nay.

Néu ban st dung
mot trinh duyét web/khong
dugc thiét 1ap dung cach, thi co
thé bi tin tac (hacker) khai thac cac 1o
héng bao mat de tan céng vao may tinh |
cua ban. Tir d6, chung sé 14y cap nhimg dir |

liéu quan trong, hoac tham chila ma héa
toan bo dir liéu trén may tinh ciabanréi
dua ra thong bao dong tien chuoc dit. £
liéu.Vay, mot trinh duyét web duoc 4§
thiétlap nhu thénaolaan &
toan? "

Néula mot “fan” cia Microsoft, ban hay thir tréi nghiém trinh duyét
web Microsoft Edge trén Windows 10. Hién tai, trinh duyét nay ciing
duocngudidungtrén thé gidi danh gid tich cuec.

2.Kichhoattinhnang“ClicktoPlay”

Néu mudn viéc duyét web va choi nhitng tro choi trén nén web
dwoc muot mavanhanh hon, ban hay chi y téi cong cu mé rong nay.
Néu dwoc kich hoat 1én, ClicktoPlay sé& gitip ban tai cac trang web
nhanh hon va tiéu t8n it tai nguyén CPU ciing nhw mtc pin st dung
(ddivdilaptop).

Ngoai ra, né con c6 nhitng mit tét trong viéc giit an toan cho ban
hon. Cu thé, nhitng ké tin cong sé khong thé nao loi dung cacl8 hong
trong cac plug-in dwoec tich hop trong trinh duyét ctia ban. Vi khi
ClicktoPlay dwoc mé, chi khinao c6 sw ddng y ctia ban thi ching méi
dwockhéichay.
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3.Gobo cacplug-inkhéng canthiét

Viéc g& b cac plug-in khong can thiét hodc khong dwoc nha phat
trién cAp nhat sé gitp trinh duyét web trén may tinhban antoanhon.

Don ctt, Java c6 1€ plug-in ngay cang c6 it website st dung hon so
voi trude day. Vivay, viéc g bo né layéu t6 ban nén lam. Ngay ca (rng
dung Flash Player ciing sap bi thay thé béi HTMLS, thi c6 18 viéde g&bo
bétnhitnggiqua ciiséantoanhon choban.

Tuy nhién, ban can lwu
¥, c6 thé mot s6 website
chwa rng dung céng nghé
thiét ké méi. Vi vay, trudc
khi g& b bat ky plug-in
nao, ban hdy nén can nhic
xem da thyc sy can thiét
hay chwa.

& Plagins
- c

m Plugins

Plugina (3)
Cheema Rercots Desktop Viewrer
The

chrome//plugins

6. LAM BAN VOI MAY VI TINH - S6 639




4.S{dungtrinhduyétweb

64bit

Ngay nay gia thanh cac linh kién may
tinh da ré hon ratnhiéu so véi truedc day.
Viéc s¢ hitu mot may vi tinh c6 cdu hinh
tdi thiéu 4GB RAM khong con vin dé qua
16m. Vi vay, viéc chon dung hé diéu hanh
phién ban 64bit d€ khai thac triét dé sirc
manh ctia phan crng may tinh 1a can
thiét.

Khi dé, ban sé cai dwgc trinh duyét
web phién ban 64 bit d€ dung. N6 dwoc
cholasé ngdnnglra dwgccacnguy cotan
cong mang, va phong chong viéc lay lan
madoctdthon.

Hién tai, Google Chrome da c6 phién
ban 32bit va 64bit. Truy nhién, da phin
nguwoi dung déu chon tai Chrome mot
céch tuy thich ma khéng biét y thé manh
clia tirng phién ban. D€ biét, trinh duyét
web Chrome trén may tinh cia minh
12 32 bit hay 64 bit, ban bAm menu cta
Chrome roi chon Help> About Google
Chrome.

s - o x
€ Aot

€« c

chrome://chrome

—]

Chrome About

@ | Google Chrome |

L |

W/ Aweb it for spoed, simplicity, and security |
et help with ne aport an istue |

@ Chrome Browser *x \

<« c Jvlp /\\r\-wgooglecom hrome,

e web DFOWSEI’ .

computer, phone and t

Néu mudn dung dung phién ban thich
hop véi Windows 64bit dang cai trén
may tinh, ban hiy chon tai vé Chrome
64 bit.

5.Strdung cacchu‘dng trinh
chéngkhaikhaclohong

Néumay tinh ciiaban c6 cai phan mém
diét virus thi chi it ching cling sé& bao vé
ban khi lwét web, hay nhin email. Tuy
nhién, diéu nay vin chwa du, béiviéc
khai thac 16 héng dé tdn cong nguwoi
dung théng qua cac théng bao ding
nhdp rat hay xay ra. Do d6, ban nén st
dung thém cac cong cu chdng khai thac
16 hdng khac dé chiing phan tich va ngin
chan céc hanh vi bt thwdng, nhitig
trang web c6 yéu cau la d6i véi nguoi
dung.

Hiénnay c6 2 lwa chon
kha t6t, d61a Microsoft’s
EMET va Malwarebytes
Anti-Exploit. Diém cong
cho ca hai chwong trinh
nay 1a chiing d&u mién
phi va twong thich véi
da so trinh duyét web
thongdung.

Viéc sir dung ching ciing khong qua khé. Tuy nhién, theo da s6
ngudi dung thi Malwarebytes Anti-Exploit dé sit dung hon so véi
Microsoft's EMET cavé tinh ndng cling nhw giao dién.
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6.Thantrongvéicacphanmérdng chotrinhduyétweb

Viéc ra doi clia cac extensions (phdn m& rong tién ich) thuc sw la
diéu tuyét voi cho ngwoi diing may tinh. Ban chi can tai mot tip tin
dunglwongvai KB va cai dat chungvao trinh duyét web thong qua mot
s6 ciibAm chudtdon gianla st dung dwgre. Hién nay, kho extension kha
da dang, trong d6 c6 tién ich gitip ban tuy bién trang web hién thi, hay
t0i wu nhirng thao tac thwong dung khi lwét web. Pon cty, cé nhirng
extension sé giip ban chan cac pop-up quang cao khi vao cac trang
web.

Tuy vay, cling c6 khong it
extension gia mao, ltra dao
nguoi dung cai dat. Nguy
hiém nhe thi ching sé chay
quang cao ngam trong may
tinh cia ban. Nguy hiém
hon thi ching sé cai cac
malware hay rookit vao
may tinh, tir d6 khai thac dir

liéu quan trong trén may tinh. Nang nhat1a chung sé danh cap lich s&

duyétweb ctia ban, hay cactai khoadn cad nhan ma ngwoi dung thwong

c6 thoi quen cho phép trinh duyét web ghi nh¢ d€ thudn tién ding

nhap chonhinglansau.

Do vdy, rat kho dé dwa raldi khuyén extension nao 1 t6t, extension

nao la doc hai khong nén dung. Piu nay xuit phat tir sw cdn
than ctia ngwoi dung va thoi quen cta ho. Tt nhét, han hay ché
sir dung nhung phin md& —
rong, chi sir dung nhirng
extension thit can thiét,
khong nén cai dat qua
nhiéuextension it khi
dung dén.

Ngoai ra, trwéee Khi cai
mot extension, ban hay
tham khao nhitrng danh
gia tr nhirng trang web
uy tin.

Hién nay, ban hiy cin
than véi nhitng phan
mém, hay trang web yéu
cau ban st dung cong cu tai vé cua ho dé lay (download ti€p) phan
mém ban dang can, b&i hon 90% trong s6 d6 d&u c6 cheén cac phin
mém quang c4o, ltra dao.
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