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He thong an ninh mang
the he moi

NhCrng chiec may
thong minh c6the sir
dung he thong mang
cua canh sat va lap
day khoang trong ma
nguoi luc cung nhuth
tue con ngudi dang bi
han che.

V

Con nguai ro rang khong c6 kha
nang giam sat hay xac <3|nh cac
moi de doa tren dien rongva

ngay cang tro nen phtrc tap vol cac
cong cu an ninh truyen thong. Chung
ta cin tang cudng kha nang cua con
nquoi bang each kethopvoicac bp
may thong minh. Tich hop may voi con

nuoi la mot trong so giai phap ma cac
"^ha khoa hoc da nghi toi, tuong tu nhu
'̂ h^ng gl OmniCorp da lam trong bO^ RoboCop (Canh sat ngubl may).
P ' khong chi nang cao kha nang
£)jeu nay

cua nhanvien an ninh ma con giup
nganchan moi de doa trudc khi qua
muon.

Cac cong cu ho tro hien nay duoc
nhieu to chuc siidung qua don gian va
khong hieu qua. Nhin lai cac cuoc tan
cong truoc day, chung ta co thethay
cac tochuc bi tin tac tan cong trong
mot khoang thoi gian dai ma khong
duoc phat hien, nhu cong tybao hiem
ytd Premera Blue Cross tu nam2014
da b! ro ri do lieu yteva thong tin tai
chinh cua 11 trieu khach hang, nhung
mai den thang 3/2015 to chuc nay
mot CO the xac minh ro rang. Xa hon
mot chut nua la cupctan cong nham
vac Home Depot gay ro rithong tin

the thanh toan cua khoang 56 trieu
khach hangtaigan nhu toan bo 2.200
cOa hang trdn toan nude My. Motso
cuoctan cong Ion khac dang chuy
nhu chuol nha hang P.F Chang hay he
thong ban le Target, Neiman Marcus va
6 chuoi ban le Ion khac cua cua My mat
hang chgc trieu tai khoan the tin dung

trong vdng 5 ngay.

Cactd chuc thudng chi cd phan
ling la quay lai nhin ve phia sau khi
nhung cuoc tan cong da xay ra va cd

gang chi ra nhung tac nhan ben ngoai
gay ra anh hudng. Tim kiem cac nguon

rd riva khac phuc rd rang laviec quan
trong, tuy nhien each tiep can xii ly
van de nay khdng the bang duoc viec
phdng chdng tu trudc khi cac cupc tan
cong didn ra.

Nhung mdn loi qua Ion tu viec
xam nhap cac he thdng nhu tiep can
nhieu hon cac tap tin va du lieu quan
trpng khien cho cac nhdm tin tac
ngay cang gia tang. Neu cho phep
Premera, Sony, Target cd khoan thai

gian trudc khi tan cong de do xet va
cac loi tren hethdng mang thi cung
khdng the chac chan duoc tin tac cd
the phat hien mot Id hdng nao khac
hay khdng. Lam the nao cac td chuc
dam bao duoc viec khdng bi hacker
an cap do lieu? Hien tai thi chua the

CO cau tra Idi chac chan.
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Phan ung yeu ot cua
he thong an ninh
mang

Cho den gan day,cac to chuc da
chi CO mot lua chon duy nhat trong

viec phan ling voi cac moi de doa la gia
tang bao mat cho he thong cua minh.
Vi du nhu lam moi la! he thong, khba

chat tuong lua va thiet lap moi cac quy

dinh cho IDS/IPS. Ngoai ra, tang cudng

klem soat proxy hay tao nen chinh sach
VPN trong moi truong lam viec.Tuy
nhlen voi each lam nay, cac to chiic se

hi duoi sue khi phai ung pho lien tuc voi
nhOng su c6 duoc canh bao.

That chat chinh sach va them vao

luong Ioncac kich ban nham dam bao
tinh an toan thong tin chi lam cho moi

thu kho khan hon doi voi bo phan an

ninh khi luong cong vide bi dan trai.
Dieu nay c6 the giup phat hien hang
ngan 16i tren he thong mOi ngay,

nhtmg cung khien bo phan an ninh

khong the dieu tra het tat ca moi hanh
vi. Khi nhung cuoc tan cong 6 cap do
cao gan day da chung minh nhung
canh bao don dap da tao ra nhieu ke

ho de hacker xam nhap, va mot di^u
khac dang chu y la cho dii nlm bat
duoc cac cuoc tan cong thi nhom an

ninh cung chang thd lam gi.

Ngoai ra, kiem soat chat che cac
quytac va thu tuc an ninhchi lang phi
thdi gian cua moi ngudi.Theo thiet ke,
cac chinh sach that chat se han che

truy cap du lieu,va trong nhieu trudng

hop du lieu do la nhung gi nhan vien
can phai xu lyda phuc vu cong viec

cua minh. Nhan vien va cac phong ban

se bat dau hoi den nhUng cong cu va

thong tin can thiet, dieu nay khien lang
phi thdi gian cho ho va cho ca dpi bao

mat khi phai dap ung tat ca mpi yeu

RoboCop CO the la
mOt giai phap dien
hinh

Maythong minh c6 the duoc su

dung de giam satcac hethong mang
Ion, giup lap nhUng khoang trong khi
nguon luc sin c6 han che va kha nang
cuatritue con ngudl chuadu dap ung.
Canh sat RoboCop trong phim duocap
dung tren dudng phd, con trong nhUng
trudng hopchung ta dangde cap6
day thi vQ khi ma nhan vien an ninh ky
thuat so duoc trang bi lacac thuat toan
thdng kd. Cu the hon, so lieu thong ke
CO the duoc su dung de phat hien cac
hoat dong bat thudng va xac djnh tinh
doc hai khi nhUng dieu do xay ra.

An ninh bao mat can mpt he thong manh me hon RoboCop
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Theo Dave Shackleford, nha phan

tich tai cong ty nghien cUu bao mat
SANS va la tac gia cua Analytics va
Intelligence Survey2014, mot trong
nhUng thach thUc Idn nhat cua cac to

chuc an ninh phai doi mat la thleu tarn
nhinvao nhUng gi dang xay ra trong
moi trudng cong nghe. Cuoc khao sat

didn ravoi 350 chuyen gia CNTT duoc
hoi tai sao ho gap kho khan trong viec
xacd|nh cac moi de dqa va phan hoi
dau tien nhanduoc la kha nang cUa
ho khong the hieu va phat hientra
nhUng hanh vi bat thudng. Day cung la
dieu de hieu, con ngudi lam trong moi
trudng phUc tap kho c6 the phan biet
hanh vi binh thudng hay batthudng.

Thay vi dua vao con ngudi de theo
doi nhUng bieu do tren man hinh Idn,
hoac xac dinh cac quy tac va ngudng
dephat cd neu ai dovi pham, may
thdng minh cdthe tim ra va phan loai
hanh vi khi xU ly nhieu thdng tin. Hon
thenUa, may vdi phan cung manh cd
thexU ly so luong Idn thdng tin ma cac
mang tao ra va thdi gian thuc thi se dat
gan vdi thdi gian thuc. May cd kha nang
XU ly len den con so terabytes dU lieu
trong mdi giay ma hethdng mang tao
ra, trong khi ddcon ngudi khong thexu
ly qua 60 bit mdi giay.

Bo qua yeu totdc do va nang luc
XU ly, motvan de Idn vdi each thucthi
truyen thdng giam sat chocacvande
an ninh la nguyen tac. Con ngudi dat
quy tac de cho may de hanh dong va
phai lam gi, nhUng dieu ma tdc dp xu
ly va dung luong khong the giai quyet.
Trong khi cac he thdng giam sat dua
tren nguyen tac, cd the rat phuc tap
nhung chUng ta vin dang duoc xay
dung tren mpt cdng thUc coban: "neu
dieu nay xay ra, thi tiep theo lam dieu
do . May cung cap dU lieu tdt hon va cd
cai nhin sau sac ve cac hanh vi de giup
con ngudi dua vao dd ma cai thien tinh
hinh an ninh.

Trong the gidi so, chung ta khdng
ftiong mudn nhan duoc nhUng Idi
khuyen mudn trong viec bao ve,
3n toan thdng tin khi su cd da xay
ra. Oac biet la hien tai chung ta cd



An ninh mang

Nin tang ng§n hang true tuyen sUdung cac dCt lieu khach
hangcho glaiphap nhandien tUdgng.Trong dOt lieudo
mo! taikhoan canhan dugc ngan hang truetuyen cung
cap mot DNA day nhat thong qua cac hanh vi.

Hanh vi cauthanh:

— -^1 D!adl^mdang nhSp&hanhvisirdung
Quaniytaichfnhva cac boat d6ng
cCiatai khoan

Tatca

ngifdfdung

Goiow

diochO
tMkhom

giao dlch

Canhb^o/
thong bao

quyen dua may thong mlnh vac hoat
dpng de nhan ra cac bat thuPng c6
thP duac xay ra ngay truoc mat. May
moc CO kha nang doc lap tim hieu va
phathien hoat dong batthuong cua
hacker thong qua nhip do hoat dong
dCr lieu.

Mo hinh phat hien
bat thabng cua mOt
he thong an ninh

Phat hien bat thuong la mot trong
nhung cPng nghe dau tien ma may
hoc (machine learning) dupe dua vac
SLf dung de tang cuong cho he thong

,0 Giaodjch

IdChuTc

TaiChi'nh

Nhan dIen bat thucmg: , Hoata^g aang nhapva tai
khoan dang ngd

> Kiem sat khoanGlam sat va pmn tich tat ca cdc
boat d^g tat ci hanh vi ngmot
diingdukien (. Giaodichdangngd

Kegianl|in

V
Phin h6ibatthUdng
Nhimg phan hoi nay c6 the ty
dpng ho^ dupe thuc hien bdi cx
nhan vien. htoi boat dong giao
dkh dapc ngimg lai de kiem tra
DNAcua chutaikhoin.

0
Xic nhin

Tamngtdig
talkho^ ?"9iaodlch •

Phan hoiturdong

XacnhAn

Chtj taikhoati
Nhan vien

annlnhthdngtin

mang va Ling dqng bao mat. Day
khdng chi la thuat ngu duqc sii dung
kha thuong xuyen ma con la mot hinh
thuc phan tIch bao mat tien tien.Mot
soyeu cau ca ban ciia hinh thiic nay
la kha nang then khal de dangde hoat
dpng lien tuc, kha nang xu ly hang dpi
tu'nhieu nguPn thong tin, va trong qua
trinh hoat dong voi quy mo du lieu

khong 16 thi dua ra cac canh baochlnh
xac, do trungthuccao nham giam tai
cho cacdpi an ninh.

Cac nha phan tich hang d^u dPng
yrang may hoc se la mot phan khong
the thieu trong hethong an ninh mang.
H6i thang 11/2014, Gartner da dua ra
bao cao ve hieu suat trong vlec sir dung

may hoc de quan ly he thong, trong do
cac chuyen gia khang dinh nhung thP
he may thong mlnh trong vPng 5 nam
tPi sedan trPnen phP biPn va thaiglan
de may tien hPa se som rut ngSn.

May hoc chacchin khdng phai la
vQ khi toi thuong glup con ngudi giai
quyet mol thach thuc an ninh, nhung
chac chan rang nhung thiet bj nay se
cung cap dCr lieu tdt ban de giup con
ngudi dua ra nhung quyet dinh chlnh
xac. Va cac tp chiic cung nen ngirng
dpi hoi nhom an ninh cua mlnh lam
nhung dieu khdng the ma hay tien
them mOt budc mdi vdl viec sddung
may thong minh.«

thach AN
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