LAM BAN VO'I MAY VI TiNH
Két hop 7 “phong tuyén” dé bao vé may tinh
Nhi€u ngwoi sit dung may tinh thwong nghi rang sau khi cai dit phan mém diét virus 1én may

tinh 12 ¢6 thé hoan toan yén tim vé vin dé biao mat tong thé, béi vi ching da givip bao vé may tinh
theo thoi gian thuwe. Piéu nay khong diing, vi theo cic chuyén gia trong linh vuc an toan théng tin,
cac mi ddc gian diép luon dé dang qua mit cac phin mém diét virus, va y kién ciia ho 12 ban nén sir
dung két hop nhiéu phuwong phap bio vé may tinh. Sau diy 1a 7 phwong phap quan trong nhit ma
ban nén quan tim va ap dung cho chiéc may tinh ciia minh.

1. Sir dung phan mém diét virus

bay la phuong phap bao vé co ban nhat, gitip ngan chin virus tan cong va
duogc su hd tro tryc tiép tu b phén ky thuat cua dich vy cham soc khach hang. Cac
trinh duyét Internet luon ton tai nhiing 16 hong, nhat 1a nhirng ti¢n ich duogc cai dat
trén trinh duyét, virus va phan mém doc hai co thé loi dung nhimng 16 hong nay dé
xam nhap vao may tinh. Phan mém diét virus véi di liéu duoge cap nhat thuong
xuyén s& gitip ngin chin c¢6 hiéu qua nhiing truong hop virus loi dung 16 hong
trinh duyét nay.

2. Lu6n bat tinh nang UAC

User Account Control (UAC) la mét tinh nang quan ly may tinh c6 muc
dich ngan chin nhing thay d6i trai phép vao may tinh, duoc Microsoft gidi thicu
dau tién trén hé diéu hanh Windows Vista. Pdi v6i mot sé nguoi dung, nhat 13
nguoi dung Windows XP, bang thong bao UAC khi kich hoat mdt ing dung nao
d6 c6 vé kha phién todi, tuy nhién, chinh tinh ning UAC nay lai c6 kha ning ngin
chin phan mém doc hai va nhiing thay d6i hé thong khi khong dugc phép rat higu
qua. Va 101 khuyén 1a ban khong nén vé hiéu hoa tinh ning nay trén cac hé diéu
hanh Windows Vista/7/8. Cung v&i phan mém diét virus, tinh ning UAC 1a mot
16p bao mat rat quan trong.

3. Ludn bat tinh nang twong hira

Hé diéu hanh Windows da cung cap sin cho ngudi diung mot tudng ltra kha
hiéu qua nén ban khong can phai cai dit thém tudng Itra clia bén thir ba. Trong qué
trinh st dung Windows, ban nén bt tinh nang Windows Firewall, giup ngan chan
nhing két ndi khong mong mudn, bao vé Windows va cac phan mém khac trén
may tinh khoi sy tin cong, khai thac 16 hong cta phan mem doc hai va hé théng
dich vu mang. Bén canh viéc bat tinh nang tuong Itra, ban can phai thiét 1ap chinh
xac cac tinh nang lién quan dén mang Home, Work hodc Public network. Néu
chon tily chon Home khi két ndi mang wifi & mot quan ca phé, may tinh ciia ban
s€ chia sé tap tin voi nguoi khac trong mang wifi ciia quan ca phé. Tuy chon
Public giup ngdn chan nguoi khac truy cap vao nhitng tai nguyén chia sé trong
may tinh cua ban.

4. GO cai dat ung dung Java

Java la mot ing dung rat pho bién va dang dugc rat nhiéu nguoi trén thé
gidi str dung. Tuy nhién, trong qua khir tmg dung Java ludn c6 nhiéu 16 hong bao
mat nghiém trong, ludn bi cac nhom td61 pham mang loi dung triét dé dé chén ma
doc va xam nhap vao hé thong may tinh. Hién tai, Oracle dang phai thuong xuyén



vé nhirng 15 héng nghiém trong cho Java 7. Néu c6 cai dit Java, ban co thé vao
Control Panel dé g0 ung dung nay hodc vo hi€u hoa tién ich Java trén trinh duyét.
Tuy nhién, c6 thé ban can Java dé 1am méi trudng hd trg cho mot phan mém nao
d6, trudong hop nay ban khong thé g& bo né va phai ting cudng cac bién phap bao
vé khac.

5. Thiét 1ap ché d¢ cap nhat tw dong cho ciac phan mém

Céc phan mém sir dung hang ngay nhu Internet Explorer, Mozilla Firefox,
Google Chrome, Adobe Flash, Adobe PDF Reader, Microsoft Office... c6 thé gip
nhiing rai ro vé van dé bao mat, nén viéc thiét lap ché do tu dong cap nhat la rat
quan trong. D4i voi trinh duyét web, ban ciing nén thuong xuyén kiém tra cac tién
ich (plug-in, addon) rdi cap nhat chung ngay lap tirc khi phat hién phién ban méi.
Dé viéc cap nhat dién ra ty dong, ban sir dung tinh ning Windows Updates trong
nhom System and Security trong Control Panel.

6. Ludn can thin véi ciac chwong trinh mudn tai vé va cai dit

Ban chi nén tai vé va cai dat nhing phan mém, chuong trinh cta cac hang
phan mém danh tleng, va phai tai tryc tiép tir trang web chinh thirc cung cap phan
mém d6. Néu tai phan mém tir mot trang web khac hodc do nguoi khac cung cap
duong dan, ban rat dé vudng phai nhitng phan mém doc hai, phan mém di bj chén
mi doc hai hay ma quang cao. Bén canh do, ban ciing can nén can than doi véi
viéc tai nhirng tap tin dinh kém qua e-mail va khong nén m¢ nhiing tép tin thuc thi
dinh kém.

7. Khong sir dung nhirng phan mém “lau”

Khi st dung nhirng phﬁn mém “lau” dugc chia sé trén cac dich vu luu trit
hoic qua mang ngang hang peer-to-peer, nguy co tiém an 1a rat cao. Ching c6 thé
chira ma doc ciia cac nhom cracker, hacker nham an cap thong tin trén may tinh
cua nan nhan.
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